James Legg .legg.17@ucl.ac.uk

Kevin Mulder K.mulder.17@ucl.ac.uk _ _
Patrick Roddy patrick.roddy.17@ucl.ac.uk Group Project, Spring Term 2018

e Intrusion Detection from Network Logs

Two 1TB datasets from the Los Alamos National Laboratory, namely network traffic events and host security events
I H E DA I A collected from their enterprise network over 90 days, as described by and to be found at:
M. J. M. Turcotte, A. D. Kent, and C. Hash, “Unified Host and Network Data Set”, ArXiv e-prints, Aug.2017.

https://csr.lanl.gov/data/2017.html
Our mission, which we chose to accept, was to find intrusions to the network, which are undoubtedly there somewhere!

REDUCTION 1TB = 300GB = 25GB = 5GB

Terabyte data sets are unwieldy. A first problem was to get space allocated on server where we could all access them. Python allows rapid script development but takes days to
process this much data. To cope we reduced the size of the datasets by the processes of coding the data (repeated string values and long integers to small integers) and
successive time binning. The latter risked losing the correlation information between the many fields describing each network event; however, there remained much to be
discovered.
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A BiDirectional Long Short Term Memory.
«(BDLSTM), a type of RNN, were used to analyse
.offine and real-time data. This enables more:
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CONCLUSION

We may not have labelled all the bad actors, but the project demonstrated that, even with a hefty reduction applied to the data and slow processing tools, significant events of
concern to security professionals can be identified through traffic flow visualisation and observation of rare events and isolated clusters. Furthermore, bulk flow of traffic was
successfully predicted with a neural network, opening up the possibility of real time monitoring for anomalous flow e.g. bulk data thetft.
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